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How to Run the Project

1
2
3.
4

Extract the project folder into your local xampp/htdocs/ directory.

Open the XAMPP Control Panel and start both the Apache and MySQL modules.

Open phpMyAdmin and create a new, empty database named eventpro.

Import the provided eventpro_db.sql file into this new database to generate the tables and
dummy data.

If your local MySQL setup requires a specific password, please update it in the
includes/db.php file. It is currently set to root / no password.

Navigate to http://localhost/eventpro in your browser to view the application.

Security Features implemented

SQL Injection Prevention: The database queries use MySQLi Prepared Statements.
Cross-Site Scripting (XSS) Protection: All user generated content is sanitized using the
htmlspecialchars().

Password hashing: Passwords are encrypted using PHP’s password _hash() before
inserted into the database.

CSRF Protection: Secure tokens are generated with random_bytes() and validated on
forms such as the registration form.

Access Control: Strict session validation has been implemented to kick unauthenticated

users back to the login page.

Database Structure

The users table stores authentication and profile data.
The events table stores all event details, it's linked to the users table with the user id as

the Foreign Key.


http://localhost/eventpro

- The messages table stores one on one chats that are linked to the users table via the

sender_id and the receiver_id Foreign Keys.

Sample Login Details

User 1:

Full Name: Waldo Oosthuizen

Email: 402415832(@my.richfield.ac.za
Password: 12345

User 2:
Full Name: Lily Smith

Email: lily@example.com

Password: 56789

Project Screenshots:

Login Functionality

EVENT PRO LOGIN REGISTER

Create Account
FULL NAME

PASSWORD

PROFILE PICTURE (OPTIONAL)

Max 2MB. JPG/PNG/WEBP only
REGISTER

Already have an account? Log in here

Figure 1: register.php page


mailto:402415832@my.richfield.ac.za

EVENT PRO LoGIN REGISTER

Create Account
ULL HANE

e -

REGISTER

Figure 2: register.php page filled with first user s details (Zoomed out to fit in one screenshot).

EVENT PRO REGISTER

Create Account
FULL NAME
EMAIL

PASSWORD

PROFILE PICTURE (OPTIONAL)

Max 2MB. JPG/PNG/WEBP only

REGISTER

Already have an account? Log in here

Figure 3: User I successfully registered.



EVENT PRO LoGIN REGISTER

Create Account
FULL NaWE

Figure 4: register.php page filled with second users details (Zoomed out to fit in one screenshot).

EVENT PRO REGISTER

Create Account
FULL NAME
EMAIL

PASSWORD

PROFILE PICTURE (OPTIONAL)

Max 2MB. IJPG/PNG/W

REGISTER

Already have an account? Log in here

Figure 5: User 2 successfully registered.



EVENT PRO REGISTER

LOGIN

EMAIL

PASSWORD

assword? Click here

LOGIN

Don't have an account? Reg

Figure 6: The login page, index.php.

EVENT PRO LOGIN REGISTER

LOGIN

EMATL

402415832@my.richfield.ac za

PASSWORD

Click here

LOGIN

Don't have an account? Register here

Figure 7: Login in first user filled.



EVENT PRO LOGIN REGISTER

LOGIN

EMAIL

lily@example.com

? Click here

LOGIN

Don't have an account? Re;

Figure 8: Login second user filled.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT (l ) Waldo oosthuizen [ LOGOUT

1
Welcome to your Dashboard! e TeTAe

Manage events, search users/events, and message others.
@ Prepared SOL statements for SOL injection prevention.

+ CREATE EVENT © Output escaping to prevent XSS.
@ CSRF Tokens on forms.

Q SEARCH
@ Validated image uploads.

GD MESSAGE @ Session protected pages.

My Upcoming Events

Online CA test group study session

Education

Date: May 2, 2026
Location: Online via Teams

Join us for an online group study session ahead of our upcoming tests. Please send me a message to book your spot! A link will be sent closer to the time

EDIT DELETE

Figure 9: First user has logged into their dashboard (dashboard.php).



EVENT PRO DASHBOARD SEARCH 337193 CREATE EVENT @ Lily Smith (&~ LoGoUT

1
Welcome to your Dashboard! e T

Manage events, search users/events, and message others.
@ Prepared SOL statements for SOL injection prevention.
+ CREATE EVENT @ Output escaping to prevent XSS.
© CSRF Tokens on forms.
Q_ SEARCH
@ Validated image uploads.

GD MESSAGE @ Session protected pages.

You have not created any events yet

CREATE AN EVENT

Figure 10: Second user has logged into their dashboard (dashboard.php).

Dashboard functionality

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith & LoGouT

1
Welcome to your Dashboard! e T

Manage events, search users/events, and message others.
@ Prepared SOL statements for SOL injection prevention.

+ CREATE EVENT © Output escaping to prevent XSS.
@ CSRF Tokens on forms.

Q_ SEARCH
@ Validated image uploads.

GD MESSAGE @ Session protected pages.

My Upcoming Events

You have not created any events yet.

CREATE AN EVENT

Figure 11: Main dashboard.



EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LosouT

CREATE A NEW EVENT

EVENT TITLE

EGORY

Select a category.

E

yyyy/mn/dd

SAVE EVENT

Figure 12: Create event form.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LosouT

CREATE A NEW EVENT
EVENT TITLE
Graduation Celebration 2026

TEGORY

Education

2027/12/12

Lo N

Richfield, Bryanston Campus

Join us to celebrate the graduation! Dres code is form, remember to bring your student ID. The programme includes speeches, awards, group photos and refreshments.|

SAVE EVENT

Figure 13: Create event form filled in.



EVENT PRO DASHROARD SEARCH MESSAGE CREATE EVENT Lily Smith [ LOGOUT

CREATE A NEW EVENT

EVENT TITLE

TEGORY

Select a category.

SAVE EVENT

Figure 14: Event successfully created.

EVENT PRO DASHBOARD SEARCH 337143 CREATE EVENT y Smith [ LoGouT

1
Welcome to your Dashboard! Security Checklist

Manage events, search users/events, and message others L
@ Prepared SOL statements for SOL injection prevention

+ CREATE EVENT Output escaping to prevent XSS

@ CSRF Tokens on forms
Q SEARCH
@ Validated image uploads

GD MESSAGE Session protected pages

My Upcoming Events

Graduation Celebration 2826
Education

Date: December 12, 2827

Location: Richfield, Bryanston Campus

Join us to celebrate the graduation! Dres code is form, remember to bring your student ID. The programme includes speeches, awards, group photos and refreshments

EDIT DELETE

Figure 15: Event showing on the dashboard and showing the event before edit.



EVENT PRO DASHBOARD SEARTH MESSAGE (REATE EVENT @ Lily Smith (- LOGOUT

EDIT EVENT
EVENT TITLE
Graduation Celebration 2026

ATEGORY

Education
ATE
2027/12/12

LOCATION

Richfield, Bryanston Campus

CRIPTION

Join us to celebrate the graduation! Dres code is form, remember to bring your student ID. The programme includes speeches, awards, group photos and refreshments.

SAVE EDIT

Figure 16: Event edit page.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith & LocouT

EDIT EVENT
EVENT TITLE
Graduation Celebration 202

EGORY

Education
ATE
2027/12/19

LOCATION

Wits Linder Auditorium, JHB

Join us to celebrate the graduation! Dress code emember to bring your student ID. The programme includes sp 5 up photos and reft

SAVE EDIT

Figure 17: Edit has been made.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT

Welcome to your Dashboard!

Manage events, search users/events, and message others
+ CREATE EVENT
Q_ SEARCH

G MESSAGE

My Upcoming Events

Graduation Celebration 2826 (Updated)

Education

Date: December 19, 2827
Location: Wits Linder Auditorium, JHB

Lily Smith & LoGouT

Security Checklist

Prepared SOL statements for SOL injection prevention
Dutput escaping to prevent XS5.

CSRF Tokens on forms

Validated image uploads

@ Session protected pages

Join us to celebrate the graduation! Dress code is form, remember to bring your student ID. The programme includes speeches, awards, group photos and refreshments

EDIT DELETE

Figure 18: Edit was successfully made.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT

Welcome to your Dashboard!

Manage events, search users/events, and message others

+ CREATE EVENT
Q SEARCH

G MESSAGE

My Upcoming Events

Graduation Celebration 2026 (Updated)

Education

Date: December 19, 2027
Location: Wits Linder Auditorium, JHB

’ Lily Smith @ LOGoUT

Security Checklist
@ Prepared SOL statements for SOL injection prevention.
Output escaping to prevent XS5.

@ CSRF Tokens on forms

Validated image uploads

Session protected pages

Join us to celebrate the graduation! Dress code is form, remember to bring your student ID. The programme includes speeches, awards, group photos and refreshments

EDIT DELETE

Figure 19: Event before delete.

11



EVENT PRO DASHBOARD SEARCH (1337143 CREATE EVENT . Lily Smith & Locout

1
Welcome to your Dashboard! Security Checklist

Manage events, search users/events, and message others L
D Prepared SOL statements for SOL injection prevention
-+ CREATE EVENT 9 Output escaping to prevent XSS.
2 (SRF Tokens on forms
Q_ SEARCH
$ Validated image uploads

GD MESSAGE 9 Session protected pages

You have not created any events yet

CREATE AN EVENT

Figure 20: Event deleted success.

Profile and Search Functionality

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT () ualdo costhuizen (- LOGOUT

My Profile
FULL NAME

Waldo oosthuizen
EMAIL ADD

402415832@myrichfield.acza

SAVE PROFILE

Figure 21: profile.php page.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT Waldo oosthuizen [~ LOGOUT

My Profile

FULL NAME

Waldo oosthuizen

EMAIL A

402415832@my richfield.ac za

PROFILE PIC

SAVE PROFILE

Figure 22: Profile before update.

.
EVENT PRO DASHBOARD SEARCH [[311193 CREATE EVENT (") waldo Oosthuizen (Event Host) [ LoeouT

My Profile

FULL N

Waldo Oosthuizen (Event Host)

EMAIL AD

402415832@my.

PROFILE PICTURE (0

SAVE PROFILE

Figure 23: Profile after update.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT (**") Waldo Oosthuizen (Event Host) [~ LOGOUT

EXPLORE ALL USERS AND EVENTS

SEARCH

Waldo Oosthuizen (Event Host) VIEW PROFILE

Online CA test group study session

Date: May 2, 2026
Location: Online via Teams

Join us for an online group session ahead of our upcoming Please send me a message to book your spot! A link will be sent closer to the time

ﬂ Lily Smith VIEW PROFILE

This user hasn't hosted any events yet

Figure 24: Search page (search.php).

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT (**) Waldo Oosthuizen (Event Host) @ LOGOUT

EXPLORE ALL USERS AND EVENTS

liy@example.com SEARCH

Waldo Dosthuizen (Event Host) VIEW PROFILE

Online CA test group study session

Date: May 2, 2026
Location: Online via Teams

Join us for an online group study s on ahead of our upcemin; lease me a message to book your spot! A link will be sent c to the time

ﬂ Lily Smith VIEW PROFILE

This user hasn't hosted any events yet

Figure 25: Search query entered.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT (**") waldo Oosthuizen (Event Host) [ LOGOUT

EXPLORE ALL USERS AND EVENTS

liy@example.com SEARCH CLEAR

m Lily Smith VIEW PROFILE

This user hasn't hosted any events yet

Figure 26: Search result

EVENT PRO DASHBOARD SEARCH 337193 CREATE EVENT “*) Waldo Oosthuizen (Event Host) [ LoGoUT

Lily Smith
lily@example.com

MESSAGE USER

Events Hosted

Figure 27: View other user s profiles.

Private Messaging Functionality
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT (**") Waldo Oosthuizen (Event Host) (& LOGOUT

) Lty seitn

SEND BACK TO INBOX

Figure 28: Message conversation page.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT “*) Waldo Oosthuizen (Event Host) & LoGouT

Hi Lily, can you please help to organize the online study session for this weekend?
7:25 A

SEND BACK TO INBOX

Figure 29: First user sent first message.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT “*) Waldo Oosthuizen (Event Host) (& LoGouT

@ Liy seien

1y, can you please help to organize the online study session for this weekend?
7:25 AM

Can you also please send the Teams invite on the BSc IT second year group?

SEND BACK TO INBOX

Figure 30: First user second message typed.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT ) Waldo Oosthuizen (Event Host) (5~ LoGouT

€ Lty snith

Hi Lily, can you please help to organize the online study session for this weekend?
7:25 AM

Can you also please send the Teams invite on the BSc IT second year group?
7:28 AM

SEND BACK TO INBOX

Figure 31: First user second message sent.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LOGOUT

1
Welcome to your Dashboard! e T e

Manage events, search users/events, and message others.
@ Prepared SOL statements for SOL injection prevention.
+ CREATE EVENT @ Output escaping to prevent XSS.
@ C[SRF Tokens on forms.
Q_ SEARCH
@ Validated image uploads.

G MESSAGE @ Session protected pages.

My Upcoming Events

You have not created any events yet

CREATE AN EVENT

Figure 32: Second user’s dashboard after message.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT (8- LoGOUT

Recent Conversations

i

Waldo Oosthuizen (Event Host)

OPEN CHAT

Figure 33: Second user s message page/ messages list.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LOGOUT

Waldo Oosthuizen (Event Host)
can you please help to organize the online study session for this weekend?

Can you also please send the Teams invite on the BSc IT second year group?
M

SEND BACK TO INBOX

Figure 34: Second user conversation page.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith ([ LOGOUT

Waldo Oosthuizen (Event Host)

Hi Lily, can you please help to organize the online study session for this weekend?

Can you also please send the Teams invite on the BSc IT second year group?

Hi Waldo, yes, not a problem, | will get on that ASAP-

SEND BACK TO INBOX

Figure 35: Second user typed message.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LOGOUT

Waldo Oosthuizen (Event Host)
Wi Lily, can you please help to organize the online study session for this weekend?

Can you also please send the Teams invite on the BSc IT second year group?
Hi Waldo, yes, not a problem, I will get on that ASAP.
7:32 MM

BACK TO INBOX

Figure 36: Second user reply sent.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith 8- LoGOUT

Recent Conversations

™ Waldo Oosthuizen (Event Host)

OPEN CHAT

Figure 37: Second user conversation list last active time updated.
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EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LOGOUT

Waldo Oosthuizen (Event Host)

Hi Lily, can you please help to organize the online study session for this weekend?

Can you also please send the Teams invite on the BSc IT second year group?

Hi Waldo, yes, not a problem, I will get on that ASAP.
7:31 M

For the invite fiyer, should we get a group photo of some of the students to encourage engagement?

SEND BACK TO INBOX

Figure 38: Second user, second reply typed.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith [ LOGOUT

Waldo Oosthuizen (Event Host)

Hi Lily, can you please help to organize the online study session for this weekend?
17 M

Can you also please send the Teams invite on the BSc IT second year group?
]

Hi Waldo, yes, not a problem, I will get on that ASAP.
7:32 AM

For the invite flyer, should we get a group photo of some of the students to encourage engagement?
7:35 AM

SEND BACK TO INBOX

Figure 39: Second user, second reply sent.

Forgot Password Functionality
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EVENT PRO LOGIN REGISTER

Forgot Password
Demo Mode: Reset link will be shown on the screen
EMAIL

GENERATE RESET LINK

Figure 40: Forgot password page.

EVENT PRO LOGIN REGISTER

Forgot Password
Demo Mode: Reset link will be shown on the screen
EMAIL

liy@example.cor

GENERATE RESET LINK

Figure 41: Forgot password form filled in.
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EVENT PRO LOGIN REGISTER

Forgot Password
Demo Mode: Reset link will be shown on the screen
Password reset requested! In a real app, this would be emailed to you

Click here to reset:
http://localhost/eventpro/reset_password.php?
token=dafkd@e38f155c8718b6239d586344e7b1abc158571fb2755d8687d1a3bd5d0k

EMAIL

GENERATE RESET LINK

Figure 42: Reset link generated.

EVENT PRO LOGIN REGISTER

Create New Password

NEW PA ORD

CONFIRM NEW

SAVE PASSWORD

Figure 43: Update password link.
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EVENT PRO LOGIN REGISTER

Create New Password
c

Figure 44: Password successfully updated.

EVENT PRO DASHBOARD SEARCH MESSAGE CREATE EVENT @ Lily Smith (& LoGOUT

1
Welcome to your Dashboard! Security Checklist

Manage events, search users/events, and message others.
@ Prepared SOL statements for SOL injection prevention.

-+ CREATE EVENT @ Output escaping to prevent XSS.
@ CSRF Tokens on forms.

Q SEARCH
@ Validated image uploads.

@ Session protected pages.

G2 MESSAGE

You have not created any events yet

CREATE AN EVENT

Figure 45: Dashboard after reset.
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EVENT PRO LOGIN REGISTER

LOGIN

EMAIL

PASSWORD

assword? Click here

LOGIN

Don't have an account? Re

Figure 46: User logged out.
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