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How to Run the Project 

1.​ Extract the project folder into your local xampp/htdocs/ directory. 

2.​ Open the XAMPP Control Panel and start both the Apache and MySQL modules. 

3.​ Open phpMyAdmin and create a new, empty database named eventpro. 

4.​ Import the provided eventpro_db.sql file into this new database to generate the tables and 

dummy data. 

5.​ If your local MySQL setup requires a specific password, please update it in the 

includes/db.php file. It is currently set to root / no password. 

6.​ Navigate to http://localhost/eventpro in your browser to view the application. 

 

Security Features implemented 

-​ SQL Injection Prevention: The database queries use MySQLi Prepared Statements. 

-​ Cross-Site Scripting (XSS) Protection: All user generated content is sanitized using the  

htmlspecialchars(). 

-​ Password hashing: Passwords are encrypted using PHP’s password_hash() before 

inserted into the database. 

-​ CSRF Protection: Secure tokens are generated with random_bytes() and validated on 

forms such as the registration form. 

-​ Access Control: Strict session validation has been implemented to kick unauthenticated 

users back to the login page. 

 

 

 

Database Structure 

-​ The users table stores authentication and profile data. 

-​ The events table stores all event details, it's linked to the users table with the user_id as 

the Foreign Key. 
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-​ The messages table stores one on one chats that are linked to the users table via the 

sender_id and the receiver_id Foreign Keys. 

 

Sample Login Details 

User 1: 

Full Name: Waldo Oosthuizen 

Email: 402415832@my.richfield.ac.za 

Password: 12345 

 

User 2: 

Full Name: Lily Smith 

Email: lily@example.com 

Password: 56789 

Project Screenshots: 

 

Login Functionality 

 

 

Figure 1: register.php page 
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Figure 2: register.php page filled with first user’s details (Zoomed out to fit in one screenshot). 

 

 

 

 

Figure 3: User 1 successfully registered. 
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Figure 4: register.php page filled with second user’s details (Zoomed out to fit in one screenshot). 

 

 

 

 

 

Figure 5: User 2 successfully registered. 
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Figure 6: The login page, index.php. 

 

 

 

 

Figure 7: Login in first user filled. 
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Figure 8: Login second user filled. 

 

 

 

 

Figure 9: First user has logged into their dashboard (dashboard.php). 
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Figure 10: Second user has logged into their dashboard (dashboard.php). 

 

 

Dashboard functionality 

 

 

Figure 11: Main dashboard. 
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Figure 12: Create event form. 

 

 

 

Figure 13: Create event form filled in. 
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Figure 14: Event successfully created. 

 

 

 

Figure 15: Event showing on the dashboard and showing the event before edit. 
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Figure 16: Event edit page. 

 

 

Figure 17: Edit has been made.  
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Figure 18: Edit was successfully made. 

 

 

 

Figure 19: Event before delete. 
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Figure 20: Event deleted success. 

 

Profile and Search Functionality 

 

 

Figure 21: profile.php page. 
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Figure 22: Profile before update. 

 

 

 

Figure 23: Profile after update. 
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Figure 24: Search page (search.php). 

 

 

Figure 25: Search query entered. 
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Figure 26: Search result 

 

 

Figure 27: View other user’s profiles. 

 

Private Messaging Functionality 

 

15 



 

Figure 28: Message conversation page. 

 

 

Figure 29: First user sent first message. 
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Figure 30: First user second message typed. 

 

 

 

Figure 31: First user second message sent. 
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Figure 32: Second user’s dashboard after message. 

 

 

 

Figure 33: Second user’s message page/ messages list. 
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Figure 34: Second user conversation page. 

 

 

 

Figure 35: Second user typed message. 
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Figure 36: Second user reply sent. 

 

 

 

Figure 37: Second user conversation list last active time updated. 
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Figure 38: Second user, second reply typed. 

 

 

Figure 39: Second user, second reply sent.  

 

 

Forgot Password Functionality 
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Figure 40: Forgot password page. 

 

 

 

Figure 41: Forgot password form filled in. 

 

 

22 



 

Figure 42: Reset link generated. 

 

 

Figure 43: Update password link. 
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Figure 44: Password successfully updated. 

 

 

Figure 45: Dashboard after reset. 
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Figure 46: User logged out. 
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